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INTRODUCTION

This handbook on ATOMAL classification has been prepared for ATOMAL
Drafters to supplement ACE Directive 70-6 as a ready reference. It 4s
meant to remind you of classification policy, principles, authority and
procedures. When making classification determinations, you should always

use AD 70-6 and the NATO Nuclear Classification Guide contained in
cM(68)u1,

Since classification decisions are often Judgmental, protect information at
the highest level being considered until a final determination has been

made.

Classification of information is a command responsibility. To ensure
proper classification, ATOMAL Drafters are designated and trained within
each command that may o‘riginate documents containing ATOMAL information.
Only ATOMAL Drafters are authorised to prepare documents that contain
ATOMAL information. Within each such command, a clear path for question

and problem resolution should exist.

The ACE ATOMAL Classification Officer (ACO) assures that current classi-
ficatlion guidance 1s available to all ATOMAL Drafters. His goal is to
assure that all ATOMAL information contained in documents originated within

ACE 1s 1identified for protection according to guidance furnished by the US

or UK.
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CLASSIFICATION POLICY

ATOMAL classification policy originates within the United States and the

United Kingdom anc is kept current by appropriate US and UK authorities.

Classification begins the process of limiting dissemination of certain

information by identifying it as sensitive. Classification markings tell

people, "This data needs protection.™ The markings also direct people to

act appropriately, because they tell us how much protection is needed.
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YOUR DUTIES AS AN ATOMAL DRAFTER

As an ATOMAL Drafter you decide whether information contained in documents

falls into an area requiring protection (as established by the NATO Guide).

The documents may be ones that you are preparing or may come to you from
different sources. Since you know the subject material and have been

trained as an ATOMAL Drafter, you can distinguish between information that

needs protection and that which can be released without concerrn.

You wmust consider all pertinent factors when making classification

decisions. Basic questions are:

- How does the NATO Guide for Nuclear Weapons deal with the

information?
- How is the information used?
- What information can be derived from what's being considered?

- Wnat asscclation 1s there ic other unecliassified information, and
what chance is there of forming classified information by

association?

NATO Nuclear weapons information falls into one of three levels of

classification sensitivity: COSMIC Top Secret ATOMAL, NATO Secret ATOMAL

and NATO Confidential ATOMAL. Abbreviations are CTSA, NSA and NCA.

The classification sensitivity levels are explairned in the next section, as

are important concepts of classification.
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TERMS, DEFINITIONS AND CONCEPTS

Abuse, classification: Over or underclassification; failure to follow the

proper downgrading or upgrading and declassification procedures; improper
application of classification markings. Classification abuse also refers
to any classification action by an individual not authorised to take that

action, and to any improper delegation of authority.

ATOMAL Information: ATOMAL information is that nuclear weapons information
that has been provided to NATO components under agreements, either by the
US (from their "Formerly Restricted Data") or by the UK (from their "UK
ATOMIC Information"). See the section, "Background Regarding ATOMAL
Information.” By 1ts very nature, ATOMAL information requires strict
access limitations. Only individuals granted an appropriate clearance and

having a need to know may be given access to ATOMAL information.

Classification: The process of determining and identifying what infor-

mation needs tc be protected in the interest of security. <Classification
is distinct f{rom securiiy which is the means of protecting classified

information.

ATOMAL Drafter. An ACE officer who bas been authorised to prepare ATOMAL

documents. All classification and declassification determinations must be

based upon approved guidance,

Classification Category. The type of classified information. Withir ACE,

the two categories are ATOMAL and NATO information.

Compromise: Acquisition of classified information by persons not cleared
to receive such information. (This does not include unauthorised or

gratuitous acquisition by cleared personnel without a need to know),
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COSMIC Top Secret (CTS). A classification level applied to information,

the unauthorised disclosure of which would result in exceptionally grave

damage to NATO.

Covering Letters. Letrs covering classified enclosures must bear the

markings of the highest classification enclosed. If information in the
covering letter itself requires higher classification, use that. When the
covering letter does not contain information, it may be handled as

unclassified when separated from the classified enclosures if it contains a

statement to that effect.

Declassification: Applied to information, declassification removes it from

a classification category. Applied to documents, declassification is the
act of determining that the documents contain no classified information

See the section "General Rules for Declassification"®.

Document: Any recorded information regardless of physical form or

characteristics, including but not limited to:

- All pandwritten, printed, typed, painted, drawn or engraved matter.

All sound, magnetic or electromechanical recordings.

All photographic prints and exposed or developed film.

All reproductions of the foregoing by any process.

Automatic data processing input, memory, program or output

information, or records such as punch cards, tapes, memory, drums
?

disks or visual displays.

3
L
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w: Lovwer the classification level of information or documents.
(Does not include declassification).

Guidance: Published classification policy.

Information: Facts, data, or knowledge itself, rather than the medium for

conveying it. (Documents are conveyers or containers of information; they

are not information per se).

Information in the Public Domain: Just because statements, speculations or

quotations from "informed sources™ appear in public news media (including
trade magazines), it cannot be assumed that the information has been

of ficially released. It may still be classified.

NATO Restricted (NR): A classification level applied to information, the

unauthorised disclosure of which woul@SEé_ggdesirable“iﬁzihe interests of

NATO.

NATO Confidential (NC): A classification level applied to information,

«nhe unauthorised disclesure of which could .\\gyeju~i;;gg:55:§he interests

of NATO.

NATO Secret (NS): A classification level of information, the unauthorised

disclosure of which would result in §;§;§Ef_§ffig;\§5 NATO.
\\_'\.\-__ e — -

nr——

Need to Know: This access policy refers to 1limiting the transfer of
information to those who are both cleared to receive it and who require it
to perform their work. (Need to know is technically neither classification

or security, but rather an operational concern).

6
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Physically connected documents: 4 group of physically comneoted doouments
(e.g. stapled or bound together in a notebook). They must be classified at ‘

least as high as the most highly classified document therein. (See

Principle of Association).

Precedence, classification: Sometimes a document comprises parts which are
classified differently by categories and/or levels. The document should be
marked at the most restrictive category and most sensitive level. For
example, if a document contains information that is properly classified as
NCA and NS, the document would be marked NSA. (If topics of guidance

r———t e M .

conflict, apply the&restrictive of the measures):

\
Principle of Association: A document cannot be unclassified 1f)when it 1is

added to unclassified information already avallable, the combination

reveals classified information.

Reclassification: With the written consent of the originator, his
Successor or higher authority, documents may be reclassified by one of
three actions: upgrading, downgrading or declassifying. ATOMAL
information may be only downgraded or declassified and then only by proper

US or UK authority. Document reclassification procedures are specified in

AD 70-10
Security: The mechanism for protecting classified information.

Sensitivity Levels: The three sensitivity levels of ATOMAL information are

Cosmic Top Secret, NATO Secret and NATO Confidential. See each in this

section. The terms designate the risk, or degree of damage to NATO that

can be expected if the information is disclosed to unauthorised persons
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Upgrade: The raising of the classification category or sensitivity level

of documents.

Upgrading Notice: Written announcement by a classifying official either

that a document has been erropeously issued as unclassified and is in fact
classified, or that it has been erroneously marked at a lower level or
category than appropriate. The notice indicates the corrective action

needed. Upgrading notices are always classified.

Approved For Release 2009/02/06 : CIA-RDP96B01172R000400040003-2




Approved For Release 2009/02/06 : CIA-RDP96B01172R000400040003-2

BACKGROUND REGARDING ATOMAL IMFORMATION
e —————————————

In drafting the US Atomic Energy Act, the phrase 'Restricted Data™ (RD) was
coined to cover nuclear weapons, nuclear material and their production. 1In
similar fashion, UK 1law established "ATOMIC Information". Security
restrictions that were imposed for RD were quite severe and impractical for
armed forces in the field. To resolve this problem, certain types of

information needed by the military were identified from within the body of

RD ane "transclassified”, at 1is, this category of information was given

a new name and a less severe set of security criteria. This information
still related to nuclear weapons but was judged to permit security

provisions that were consistent with broad use within the armed forces.

Unfortunately, the name that the US Congress used and which became common

usage 1s confusing. They callquigl;;;;;erly Bestrigf?d QEEéE;::%his name

constantly causes confusion. At the very least, people assume that it is a

category of information that is unrelated to Restricted Data - it

definitely i3 closely related to Restricted Data. At the worst, they

assume that it is not classified!! FRD is definitely classified.

The formal definition of FRD is: "Information pertaining to utilisation

and deployment of nuclear weapons.” In practical terms, it 1s information

that relates to:

- Stockpile quantities and locations.
-~ Yields and effects.

- Vulnerability and hardening.
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- Reliadility information, or
- Arming and fusing.

Because all ATOMAL information was originally either RD or ATOMIC
information, it is by 1law classified unless declassified by proper
authority. This characteristic 1s referred to as ®"Born Classified".
Because of this characteristic, the NATO Classification Guide for Nuclear
Weapons specifies whatl Information is Confidential or Unclassified

otherwise the information 1s Secret. It 1is generally true that ATOMAL

in the same manner as 1s their regular defence information, however, it has

a firm restriction regarding its transmission to other nations or treaty

organizations.

10 )
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THE NATO CLASSIFICATION GUIDE FOR NUCLEAR WEAPORS
\

Consistent classification determinations are accomplished by having all
classifiers use the same policy and guide. All ACE organizations use the
NATO Classification Guide for Nuclear Weapons which 1s contained in
CM(68)41 and the Nuclear Planning Manual. Its purpose is to provide a
basis for determining the appropriate ATOMAL classification of information
concerning the characteristies, storage and use of nuclear weapons. An
evaluation of all applicable topics of the guide is required in determining
the classification of a document. If information appears to be covered

equally well by more than one topic at different classification levels, the
4

highest level must be chosen.

MAKING A CLASSIFICATION DETERMINATION

1. You have a document to consider.

2. If text, pictures or graphies are classified by existing guidelines
’
lookx at guidance and give category (ATOMAL) ang sensitivity level

(CTSA, NSA, NCAj.

3. If text, pictures and graphics are Unclassified by existing
guidelines, consider this 4information in 1light of other known

unclassified information. Would any combination of these cause

damage if released., If S0, apply the appropriate ctlassification.

b, Finally, indlcate classification category and level of the complete

document and its title. Forward the document to the unit's

authorised ATOMAL originator.
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GENERAL RULES FOR DECLASSIFICATION

Declassification of ATOMAL information may only be accomplished by the

proper US or UK authority. That authority must then revise the approved

classification guidance to reflect the declassification decision.

Declassification of a document falls into three cases:

The first case applies when the ACE ACO determines that based upon

approved guidance the information contained in the document is not

classified,

The second case involves the originator of the document. Any

originator may later declassify that document if current guidance

permits.

In the third case, ATOMAL Drafters have authority to declassify

documents by removing markings in accordance with a declassification

notice from an appropriate classification authority.

Approved For Release 2009/02/06 : CIA-RDP96B01172R000400040003-2 _ .. . . ..
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CLASSIFYING OF RECLASSIFICATION MOTICES
M

UPGRADING

Upgrading notices are always classified. The level of classification

depends upon both the 1likelihood of compromise and the contents of the

upgrading notice.

- No compromise - it is reasonably certain that no actual compromi se
of improperly marked documents has occurred, Notices in no
compromise situations are classified NATC Confidential. The
notices are automatically declassified after two years to allow for
retrieval of all improperly marked copies. If this provides
insufficient time for retrieval, the classification may be
extended for up to six years from the original data of 1issue.
Longer extensions may only be authorised by the ACE ACO. When all

upgrading has been completed (copies accounted for) the notices may

be declassified.

- Definite compromise - a compromise has or is likely %o have

occurred. These notices will be c¢lassified at the correct level
and category of the information in the document to whieh it
pertains, e.g. those notices upgrading a document to NATO Secret
ATOMAL will themselves be NSA. If it 1s later determined that no
compromise actually occurred and all coples have been properly
marked, the upgrading notice may then be declassified, providing

the notice itself contains no classified information.

- Upgrading notice contains classified information - notices which

contain information that is itself classified will be classified

Approved For Release 2009/02/06 : CIA-RDP96B01172R000400040003-2
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according to the most restrictive oategory and 1level of that

information.

Notices upgrading the classification of a document should be sent only to
persons who are cleared to receive both the upgrading notice and the

document to which it refers. 1If these conditions cannot be met, inform the

local Security authority.

DOWNGRADING

Documents authorising downgrading action should identify either the
applicable classification guide and its topic number or the authorising

message.

Downgrading notices are normally unclassified but if the notice itself

contains classified information, it must be clagsified approprigzzi;jf::::>
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. RESULTS OF IMPROPER CLASSIFICATION

As an ATOMAL Drafter, you should strive to avoid improper classification of
documents. Information requiring protection must be appropriately

identified and protected. The operational penalties for misclassification

may be severe:

- Unclassified information does not receive the protection its

sensitivity warrants.

- Overclassification complicates handling procedures, creates time

delays, and limits distribution.

INFORMATION AND DOCUMENTS

In classification and declassification, distinction must be made between

information and documents.
A REMINDER

The ACE ACO advises ACE personnel on current classification policy to
assure that information and documents originated in this command are
classified according to the latest, approved guidance. If you have
questions about classification, consult other ATOMAL Drafters within your

unit or the ACE ACO.

ar
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UNIT BRIEFING FOR
ATOMAL DRAFTERS

INTRODUC ™ iTN

Fursuant tc ACE Tirective 79-5, you are ar ATOMAL Draf:er vecause vour
Suties inziude the pregarai:cn of documenis that may contain ﬁTOMAL
informaticn. Therefore, ycu are to beccme familiar witn the ACE ATOMAL
{lessification Programme, the NATG Classification Buige for Nuclear
Weapons, and the principles of ATOMAL classification.

The purpose of this briefing is to give you sufficient knowliedge tc begin

functioning as an ATOMAL Drafter. After this br1aF'nﬂ, veu will be given
your rersinal copy of tne ALE ATCMAL Ciass:ificatior memdn

- . ~Y 5 3
AT T@-5 a3~o tne NARTT {.acsif;cat

ol N C-u\.-..~ ot

an caide for Nuciee' waapons are ready;.

< N
GuiCe 15 1ncliuces ir {-MiBELY arg the

tThal time

¢ you may have

fz en ATOMAL Drafte vou will dec:de wheiner documenc: tall intc arn s-es=
~ tecticn tas estari.shes by the N&TL Guigs fFor Neclear
Y i = tz el les

h

i

Tou MUSt ConNsider a:l periinert faciors wnhen making c.assification
decisions. Basic guesiticns are:
z How Soes the NATD buide for Nuclear weapgn:s mes! “ltr the

rfsrmatior”

b

o how 15 the infcocrmatior used?
o gt fc 1 } & i hat ' s
&ra in vrﬁa.lor cen kbe cerived from what's be:.= torsiogered?
c What associationr 1s tnere to other unclassifies information, and
- ~ !
whei chance 15 there of forming class:ified informatior oy
: J
ssociatioan?
NAT~ naucliear weapons anformat:on falls i1ric gne =f ‘hree levels of
clgnex:firae iy - v e et B Ee - - a- R, .-
":f“: icezion sersiiiviiy: CUMIZ Tor Serret A OMAL, NARTL Secret ATOMAL
vEYD Lonridential ATOMAL. Acbrevietions are 075&  NE= NCA
- 2 >~

4 complieie setl of definiticn: may be found i1nm AL 7€-8 anc the NATC duide
THe NARTO CLASSIFICATION BUIDE FOR NUCLEAR WEAPONS

Consistent classification determinations are accomplished by having all
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ATOMAL document drafters and classifiers uu the un policy and guide.
All ACE orgenizations use I AT r

Weapong. Its purpose is tc provide a besis for determining the
acpropriate ARIDMAL ciassificaticr ¢f information corce-ning the
craracterisi.cts, storage, and use of nucliear weaponrs.

Ar evaiuation °f all applicabie topics of the gulde s regquireg i1n
geterm:ining the ciassification of a document. 1¢ irfecrmation appears ¢
te coverec equaily well by more than one toplc at d:fferent class:ficati
levels, the hignest level must be chosen.

[«

WHAT IS ATOMAL INFORMATION®

ATOMAL Informetion 1s & particuler tvpe of informat:o~ that comes from the
UK and US. In {he Wi it 15 czilez ATOMIC Informatior anZ i

P s reguiates b

¥ ¢ -f-;" — what ‘: - - . = 1 P ol - e -

tre Lffic1zl Cecre ta Tl in the J T 18 Is:.eC Fomwe~ iy Restricieg Jata
. -~ s . ]

FRD ., ‘rrd thoite 5% worgs regoires an exslarzi.on:

i drafiling tre VT Fiomic Energy Alt, the prrase “Resiricies

wds cTinec 10 fover nullear weapors, nuclea~ wateriz: anmg 1

groduct.in Tacurity restrictione that uere imocsec f-- BC

tevere anC impraciica. fto- armec forces ir the Fielz. 7o res
3 r he ~

transciasszified,” ihat is,
this :ateacry of (nformation was gl en & new name ang z lese severe set of

security craiteria. The informetion s1ii1l] related to ruclear weapons but
wéi JuCZes tC permit Seturlly provisions tnat were cimszictent with hrosd

GEE witmin the armed forze:

wnfortanetely, tne UD {ongmes: chose = name wrior De-:i-g -~ommor gnc
;2 very confusing., "Formeriy Restricted Jate’ 1: consiantly
misunderstood. At the verv least, peoplie assume that :t is a category of
imfoemation tnat s unmelatlers Yy Restrictes Dacg--:s sefinitely e -_ss=lv
~elztiez I Sssimiztes etz Al othe gzrmst, o tne. assome trst 1t oz —-o-
so=zs=_"lecz ==l Jf Zsf.-iiel. f_aszif.ecd

ke Forma. Jetinmiticon of PRI e ceformarlor ce~iziTing to o ut

sno decicvment of nuciear weapons ITopraciical temws | it ogs

that reiates to:

- stozkpiie Quariil:ies and jocations

- y.e.o0s =ng 2ffecis

- vuineragliity end hargering,

- reliabillly information, or

reing and fuzing
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THE °BORN CLASSIFIED" PRINCIPLE

Because all ATOMAL informetion was originally RD or UK ATOMIC Information,
1t 18 by law ciessified uriess deciasc:®i1ed Oy Drope- aLthority. This
characteristic 1s referres tc as “Borr Ciass:fijes” :r ime iIS.

Because of this "Borrm Classified” principie, a marke: g:fference exisis
beiween the class:fication ¢f nuciear weapons i1nforma:.or ang regular
defense information. 1! :s a basic philosophicai difference. The Atomic
tnergy Act and the UK Official Secrets Act make all ATOMAL information
in1ti1s8lly classified, therefore requiring euthority t: declassafy it.
Non-ATOMAL classification operates on the premise that all i1nformation is
unclassified uniess judged to reguire proiectiorn. Betause of this basic

principle, the NATD Classification Suide for Nuclear weagons specifies
what "“"f‘l’.c»;;r 15 cof igerilgl or ol

x Ciszsified--stte-.ise ihe
information 13 secre- N e ail =+ ATIws 3
inftormat: 13 secren, st 1f generall, irue tnzt ATI%A_ informaticn s

SOorn sEglretl,

CFIGINAL AND DERIVATIVE CLASSIFYINE

A mMaiCr CiStiNIlIOR it made 1m Cilész:f.catlicr DELweE- Toriginel’ anga
“gerivative T ¢

g
benefil of any ci

1 ESif;;ng. Uriginai claszs;
csificetion guidance.

a

determination 13 usually raequired for new :deas . su
e
2

pe~formed withoyt
I classafication

_ k&3 the i1nvention of
crnigue., With anpropriate gazdance. classification

new device or ¢
mede “derivatively.” Ev the ver, rzi_-e of ATOMAL

rformetion ) @il ]&ssrfygng 1% cvne,deszai1v§\y

FUILELINES FOR 2LAISIFYVING INFORMATION

[

Sotumzni: will beclassifr=d on ¥k 1S of ¢ wha
ami et on Y pas the nformation dO‘m"&.ﬂPﬂL

ssiTication, it :1s imporiant to Kees clearly in mind

= i

When gdealing :in ¢ 1
g documents are aurpfe d;{%l'aﬁg. Dstumenis are
-

hEt o Intormatlion 3
-~

[
3w

tarRiers of ynfernztior arc cliea- ly #Cistre imformadion that < :
3§ the documer: reguires protectidn. This seems COYIOUS . Cwever , the
matter of the information’s context may be guite subkle and £11u§gve.
tnis aspect is Cisregarded, unclassified info-maticr :zombinec with 11s
conte-t may imply classified informatior rot ACTudizy

12rm

&

n the document,
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2. ATONAL informetion must not be so subdivided that ell its componants
- ars unclassifijed.

In theory, the incdividual componertis of ATOMAL informat;on cannot ail be
unciess:fiez. Al jeas: one tomoonert must be at the .eve. of the toteg
irformation.  ir practice, operai:onal consideratisrs citer tempt us tc
break & cliassifieo message 110 “unciassifiec” comgorents. Tney wouic be
sCc much Quicker to send ang "with the worging obscurz enough, t%e enemy
won't pe able {o undersiand whatl we're really saying:" Jon't rely or .
disguised context. That's a game that can't be played--1t isn't safe ang
it's not legal.

However , what can be done 15 to break the message 1nto components ic
separate the categories of i1nformation. That 18, 8 message may contain
information whier 1s Secret (NIN-ATOMAL ;) anc slsc ATOM-_ in{ogsé{,gp sf &
loweR level, sueh as (Lon—ﬂdenshal Ir such a cese. or: mecszge could be
NS erz 1re cine- NCA. Slsc, tre tuc separace messages -ou.ll .:—.g szf=s ..
cross References The tesult of such measuRes would be Reduced message
A raFF 1 probl ems and_unanbiquous communicatspn. 3

=, Boir NATO and ATOMAL 1nfofmaton miy comtain items thak are. classifred_

et one level m a paRlicnleR eontexd bukreguire & hizrer leye) 1M anciner

contexl. There 1s ne uuversal gule foR Mow ruch accamulaleq infokr=€i10on

cr associaticn merits higher ciass:fication than its individual

components.,

This concern foR contel 1s la&gzlj r of inturtiont. So when you,
feel wheesy shout the éd_&quﬁ% of - lezsificztean level that g
imdscated ov tne RATO guize, FH): time tc corc:der the mattz- carefull

and seek cdvige 1F (he uncerlainty Remains. Start with _youR fellow 4

and wort up the chain of command 1f necessary,

maite
cies
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4., Classification will be besed on an evaluation using all aepplicable
guidance. Individual parts, phreses, or pieces may justifiably be
assigned a particular classificetion level under one topic of this guide
bu: the combinatior of items may reveai a nigher jeve. of siass:fjecz
informatior. if sc, tne nignher ciassificatior will be ass:gnec.

&. Similariy, wher an iiem of informatior appears tc te coverea equslly
well by twe or more ilopices at different classificatiorn [evels, the highes:
ievei will be chosen.

E. Any postulated assessment of enemy weapons, would not be ATOMAL 1f
based solely cn inteiiigence date. However, 1f based on analysis of , or
comparison with US or UK weapon designs, then such informaticn is ATOMAL.
Ir 811 cases, such determination should te made bv ar STOMAL L{lass:fier,

Thus sutdel ene Relztes ko zcsessmeri: of ene wespoAs systems thst we dp
not anpedstand. Often 11 the peocess of sucH assessnents, fhe anzlyzeRs
will wse ATV mformztion ceducing yust how the new enz~y Syskem ra,
voRK 68 what 1tg cacerility mey te. Cleaﬂlj,‘.suﬂ‘-l—e prsclics mzy Cadse

asa
the Re=yis to {eve 1 ATOMAL information.

h v

T. The farti 1nat 2 cocument maKe: reference o & cliacs.fiec gdooLment

nzt 3 basis for Cla
1

standing slone or

8]

i3

se:iying thatl gocument uniess ithe reference cotation,
rn conteat, reveals classified informat on.

topics whichk class:fy such things
h These must &

Jocumen: i1rn @~ uncless:fies on

= . e .T1€5
cossiviliziy tha: I\;'Enie e the ciz:c:¢_ =

noof L. Wit
1 iso #Re2-e s tne

.do‘:u ek pty chlasst-hsaL

5. Open publication of classified 1nformaiion is not a basis for
feclass Hyrag that in§ofmat on ok does 1 peecinde. continued

classi§yestion of That trtfoRmation, ConfiRmat:oms of denral ,
class fled snfornation of_eRode rts photect ”l” Ca:.segbug:ctl:s. "% Reveal

confitnalion, demal ek expnsion upon public sttements covert
class€red lf)tfam“ ‘:\S plonsbited, tﬁ

‘ﬁusf’;md gu:beline rnas to do with what can we say about publ:c
statementts of newscaner aktjcles which contaun infolmation Yhat we .
pRotert as classrfied. E.er :f some Mecc of siate mece ths stats-<r:--
Lha: &s vot = bazis 3r declassifying the jAformsiion gevesles nor dos:
11 precliude continuec Classification of tnat i1nfcormation.
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. 1ECT
AlOnA, CLACSIFICATION

(A Supplemznt to Selactea NATO Schoc: Courses:

INTRCDUCT ION

Burirg frne nest pericc, we will cover the poliz, principles and

-----

pRactiices of ATOMAL ciassification within the Rllied Commeng
Eurcpe.

Mery of you have pasftions which involve the preparaticn of
docusents thallney contarm NackeaR Weecors Infotnsdtion. Tii:
lectums has beern &dded precisely for you. The purpose of thas
beckime :s io esiablisr o pasis fe- Yiu 10 peERfomr tne dties of
ACE KToMAL DRafters

LeY'S staRTU with 2 gefynuzion: Slassificaticr 15 tre process

L]
*

neterpining andc I.Cer-‘.xfymg wnat informaiion needs to be

PR sceted M the 1nteres: of securi@. Classif.catiog 1= ihe
futst step it\ ;gﬁér-gatjoﬂ sezqrity. It 1s oistinct from security
which in thrs gotlext »SEhe mecharism for protecting classifjec
imforwatson.

olassﬁcdimbejxusb/g,pgpuss Gf'l'lb{l{uﬁ Jlssem.v[a’ﬁ’cn of
sebected information by identifying i1 as sensitive.
Ciassification markings tell pecple, "This data needs

protection.”™ The markings also direct people to act

1
Approved For Release 2009/02/06 : CIA-RDP96B01172R000400040003-2




sporop~iately  because the marking:s answer the questior, “How

much protectaion?”®

My remarks i1oday are mostly limited to ATDMAL informelion ang its
ciessification. In 1964, Cornfarence Mamorancus (64139 (T 2)
defined ATOMAL Informatiorn es that informatior supplied to NATO,
ATOMIT Information by the UK anc Restricted Dala by the US.
Bes:des estatlishing that ATOMAL 1nformat:cn '@J be supplied, 't 3
lists 4he type: of nfermztion theb aRe {Ransfegable. These
types 1Nt Jude stockp:le quantitie: ang ipzations, commancd and
centeol , yirelos and effects, vulneratiisty ang ta-gerning as wel:
5% delivery and fuzing. Particularly noteworthy is the
requicrement thaet US security ciessificaticor 1 t: be observed.

To wu&&ﬂls,’thf ‘:‘& Jegn~tment: o‘F C=fares z2d

m

rergy condurk™

an "Annual ATIMAL Survey.®

ATOmAL tmfornaﬁ‘:m\ 15 said {o be: = 2. M}_g_i

fﬂe'{/ts. be-aus= c_lL krOML m‘oﬁﬁs’ﬁoq w33 ohgn[a“j ﬂ&st&(d’éﬁ(
Data unger tne U Atamic Energy Azt € s by lamelass:fies
Unfees geclassified by proper authority. This characteristic
causes 3 markec dustincticn between ATOMAL clescificatior and the
c.assifrcation ox.‘ NATD information. In the NATL catepory,
authority 1s reegsac ic ciassify information, So it i1s standard
Prsctics with MATE nformetion that uniess guicance steips that
certein information :s classified i1 js unclass:fies. Witk
ATOMAL informatiorn, it must be conzidered to te NATD Secret

ATOMAL unless there is specific guidance that says otherwise.

(7 &)

2
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The NATD Classafication Buide for Nuclear Weapon: implements the

US andg UF Class:ficetior Requirements. Ang (T 5. ACE Duirective

Pr—

79-6, *Nuclear Clessification™, implements the ACE ATOMAL
—

Ciassifacation Program. ACE Directive 70-6 (7 §) 1s based on
these four documents. Take particular note of CM(E8)4i--it 1=
4the off:cial source of the NATC Clacssification 6uide for Nuzlear
Weapcns. Directive P0~t applies to (7 7 “ail ACE agencies that
ma e {e nuciear zn?orrna'tlloq,‘
Ir response ic YS annua. RTOMAL survey Find:nge 78-E was changec
m 1987 i¢ esteblés}\ a8 more struciured, yasitle progra= uitﬂin
ACE. The ATOMAL surveys of 1881 through 85 resulied in very
cRXical /f/).v\dln%s whieh coald be SumpaRized as . “thege 1: ro ALE
ATOMAL classréication me;Qen(.' /fypaaiﬁndjm\z)éue'e: ro
/tl(ez'mng program, po cesignates cless:fiers, Mo crocedure do
ensuke cuﬁ«k,e'\(guz:er;ce, Ap procedure to &eﬁblve.cieszzf;r:atzoq
15sues, Mo refasemend oveRugh¥. Thett: the bad ~2v:. The _good
news 1% Ahat dMe i.-.plsmevpt’;ng dprepfzve, 7R-2, Iqemlj $ormaiizes
what should have beer happening ali along.
Key elements of an effective ACE ATOMAL claszi’icatiorn program
are: 1 8:

- the ALE ATOMAL Classaticetior Bfficer (AZG:, and

- drainez ATOMAL Drafiers,
The ACE ACC 13 responsible tz SACEUR for implerentation of 79-€.
Of paramount importance to an effective progra- are a sufficrent
nusber of properly pleced ATOMAL Drafters throughout ACE. What

thie means is thet officers whose duties include preparing ATOMAL

k
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documents neet to De designater and tra:ned in proper ATGMAL

cless:ficationrn procegures.

The ATOMAL classification structure within ACE looks like this:

(7 e,

Currently the ACE ACO is Wing Commanger McEinty. Mis office is

al SHAPL  at telephone extension 2857. Tc assu~e that 72-~6 is

impliemented (T 120 his specific actions inciude:
- gerving &% cint of contact fo- ine sinal ATOMAL su&vejs,
- gseuring training methogs are :h piace u'ﬂ'.i#\ ACE
- assu{ing that currert ciassificaticn gusdance 1§ avatlable

tc ali ATOMAL Drafters throughout ACE

- resolving classification issues of foruzezing thew to the

N&ETD Qﬁ:lc&ef’frea»ﬂmj, anz
- generally overseeinp the management cf tne ALE &TOMAL
ProgRz".

Eash compndeR_of ‘o4 ACE elemgntthet mey zens@lz docupeny s
c,on{aimﬂg ATomeL ;t\fo&na'ﬁpr\ has four furmcisor: 7

rigriighted in this transparency, are very sim.lar t:- thosz shown

of 1he previous transparency for the ACE ALD,
The most important aspect of the ACE ATOMAL Clessification
Frograw is the requirement thet ATOMAL occumenit ma, be grecz-ed

snly by ATOMAL Drafters. Scecificelly: (7 12! a2n RTOMAL Drafier

is authorized to prepare ard recommend the clacs:faicet:on or

declassification of ATOMAL documents. ATOMAL Drafiers must be:

{7 13) formally desiprneted ant trained. The unit commander is

responsible for designating a sufficient pumbe- ¢f ATOMAL
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Drafters. He 13 elsc responsible for theitr traaming. In
ecddition tc jectur=s such as this one ATDMA_ [wefters receive
priefings within their commands and are :ssuetd their personal
copy of the ACE ATCMAL (lassifaication Hangboci.

Yo be effective 1n his field of expertise, ar ATOMAL Drafter must
know how 1o use the NATD Classificatiorn Buioe ¢o- Nuclear Weapons
anc he sutt be faril:ar with the Dasic prinzcigies of ATOMAL

ciassy1facatic~. Today ! am addreceln

w

N + . - : - H
S oni- the Sas:iz prins:ipie

omw

y, practice with the guide wiil shargen your

Acztualily, 8n understending o! the basic ATOMAL ciassification

prancipies 16 2 good start towara effective use -f the NATD

gu:de. I w:ll adcress thesze prir

L~ s -
Sy

-
"
"
o
‘
0.
L3
»
.
"
¥
23

SewT I’

guidelines conteined in Secticr i of 7¢-% Bnc -

£TONMA_ Srafigr . T 1A Ir 3 vomEnt we Wl., lori:der gitm orne ;n
S TRE(T ZUmTIEZS & YD Lresant GuiZ:iTy TTinfizlss fo-

- - = - = - beke! . - - 3 - - -
gffecti.v e ciassificatiorn 2F ATOMAL nformgtlicr., Tre., Scver ihe

-1
—a
tn

The ?irst principle 1s, “documents are classified by the
snformation the;y contain arZ its context.® As v:th most of these
ne«t transparenczies, 1hiz 1% 2 parashrase ~7 tre corresponging
peragragh n 70-6, Wrer dezling in cles=ifigatior, 2% 1
important ic keep clea~ly 1n mind that information ang documents

are quite diiferent. Documents are carriers ¢f jnformetion and

cleariy it is the information that deterrmines if the document

S
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requires protection. Tnis seems obvious. However, the metier of
the :nformation’s cortext may De Qu.te subtie snc 1ljusive. If
this aspect 1s cisregargeo, unclassified i1nformation combined
with 1ts contex! may imply ciassafiec information not ectually in
the document.

{7 '8 wiih the secont senience covered:

TRTOMAC tnformation must Tt be diviged into ‘uncisssifiast

cImpoT

1

nte.” Inm theor., tne individual components of ATOMAL
informaticor cannot ali: be unclassified. AL jestt one componerd
rust 02 at the ieve: ¢? the itctal information. iIn practice,
vperational ctonsideratione often tempt us to breal & clsssified

mecssape 1nto Tuncliassified” components. They woull be sp much

W
[, 1]
-4
)
t
'

Qu:Tie” 1f B8NS ZNC TwiT THE alTCING CTEslor G, Yhe eres.

wor"i De atle to undersisnc what we're really saying!~ (remove

-
~
[

cover fros {he seConD senierE ) Trat’s a geme 230 car't e

. s

SiaveC--:1 157'%t sa‘e arc [i1':z n2v s

However  whdt gan oe Ione |

w

14 2rear

2 d

J
L
>
o
A
w
o
[TW}
L

bo

e

-
()

(&}

[¢]

R
T
()

R

o
u

tc separate the categor:es of informatiorn.

1S, a message
may conta:n informatior which 1= Ccemic Top Sezre: (NOCN-ATOMAL
anc aisc ATOMAL informsticon at a lower ievel, such as
Cornifiderntiai. In such & case, ome message could be C75 an? the
oirer NOA, flsc, tne tw: secarate messages coulec be s=feiy cross
referenced. The result of suth measure:s woulb b2 reduces message
traffic problems and unambiguocus communication.

(7T 1)

1f the context seems 10 dictate @ khigher classification level,

[}
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ccnsiger the sum 0! the perts anc if necessary, get help from

fellow ATOMAL Drafier or your supervisor. This :s a severe

parsphrase of paragraph "2-1c” of 70-86. The concern here s
mostly one of context. Both ATOMAL anc NATD informstion may
contain items that are classifies atl one level in 8 particular
context but renulre @ higher level ir anpthe~ contaxt. There 318
n: universal rule for how much accusuiater information or how
mul~ @=530718%107 merite nigher ciassaficatior thar 3ts individua.
components.  It's jargely 2 matter ¢f 1rmiurticr. Sc when you
fee: uneasy aboul the agequacy of the clas=ificztion level that
is ind:cated by the NWATC guide, it'e time to consider the matter

4

carefyuli; ard szev acdvise if the uncertainty remains. Sta-: wits

T " . i - - - . ; -
your feliow ATUMAL Draflere angc wor: wp tre crain of commang f

: PRy X 5 . = - : .
2 SIPiTT 87E& INVCLivED, e nchezt sizee:fisal o [eva_

-
o 4
1]
’
.
10
—
3
8%
-
(4]
v
Pe}
o
&
3
-
»
'y

be assignec. This :5 the essence of
saragraphs “Z2-1d8%e” of 7@-B. Thit puideline rasults from the
zeollcy thet &il aeppiicatle guidance must bDe uses in evaluating
trne class:fication of information. Ind:ivigual parts, phrases, or
p:eces of the informatijon under conside~atior may incicate a
garticuiar ciase:fication ieval under one top:iz of the guige.

Eut the comtination of ilems may reveal e highe~ leve) ¢of
classified information undar ancther topic. Uher an item of
information seems {0 be tovered equally well bty two or more

topics at different classificstion levels, the highest Jevel must

2
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always be used.

ty 19

“Referencing & clessified document dgoes nct by iteelt make &

document tlassified--but, beware 0f context." There are top:ics

which classify such things as “fact that ...° or “association of

cooowith (007 These must be considzred wher referencing a
ciassifiel document 1rn an urclaszsified one.

R.sc there 15 the

possitiiity thet the ti1tle of ihe ¢

[ s

dcs1fied grioment may ne
ciassified.

Tne fina: guidel:ne has to dc with what can we 82> about pubiic
statements or neuspaper articles which contein information that
we protect e classified. (7 2@% {Pause for tlsss tn read:
Sirst o of ell, evern 1f 1he US Frec:iger: made the stalemsri--iig-
»s ot a basis for geciassify:rg that informat;on nor doscs 1t
creziude tontinued ciassificaticn ofF that informeyiar,  The
T2Cest 1% INal IOnIIrM3tidr: s gderlajc aay

racea. I.ask;:"ia:

informaticn or ercOe 115 protacticn.

u

> conseguentiy,
confirmation, denial, or expansior ugcn public statements
covering tiasexfied anformation 15 prohibited by T0-6.

Now 1’d like to briefly discuss your role as an ATOMAL Orafter.
A5 ar ATOMAL Drefier you Decige whether document: fai: inte ar
ares regQuiring orotection bazsed o the NATO 6uide for Nucleer
Weapons.

The documerts mav be ones thal you are prepering or may come to

you from different sources. With sufficient knoviedge of the

cperational implications and how to use the NATD Quide, you will
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THE ACE ATOMAL CLASSIFICATION PROGRAMME
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ACE ATOMAL CLASSIFICATION PROGRAMME

AGREEMENT BETWEEN THE PARTIES TO THE
NORTH ATLANTIC TREATY FOR COOPERATION
REGARDING ATOMIC INFORMATION {C-M(64)39}

Defines: . Atomal Information - Atomic Information supplied by the U.K.
- Restricted Data supplled by the U.S.

Lists: - Types of weapon-related information transferable to NATO

Requires: . U.S. security classification be observed.

. ... Approved For Release 2009/02/06 : CIA-RDP96B01172R000400040003-2




Approved For Release 2009/02/06 : CIA-RDP96B01172R000400040003-2

ACE ATOMAL CLASSIFICATION PROGRAMME S

ATOMAL information is:

Born Classified.
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ACE ATOMAL CLASSIFICATION PROGRAMME

THE NATO CLASSIFICATION GUIDE FOR NUCLEAR
WEAPONS .

Implements U.S. and U.K. Classification Requirements.
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ACE ATOMAL CLASSIFICATION PROGRAMME

NUCLEAR CLASSIFICATION
AD 70-6

Implements: ACE ATOMAL Classification Programme.
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ACE ATOMAL CLASSIFICATION PROGRAMME

AD 70-6 is based on:
e C-M(64)39 - Agreement Between NATO Partles
o C-M(68)41 - Administrative arrangements to Implement C-M(64)30
e C-M(55)15 - Security Within NATO

e AD 70-1 - ACE Security Directive
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ACE ATOMAL CLASSIFICATION PROGRAMME

AD 70-6 applies to:

All ACE agencies that may generate nuclear information.
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ACE ATOMAL CLASSIFICATION PROGRAMME

Key elements to an effective AACP are:
o The ACE ACO

e Tralned ATOMAL Drafters (ADs)
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ACE ATOMAL CLASSIFICATION PROGRAMME

ATOMAL CLASSIFICATION STRUCTURE

SACEUR

1

SHAPE

NUCOPS
ADs

NUCPLAN

ADs

1

ACE ACO

UK AIR AFNORTH AFPCENT AFSOUTH
ADs ADs ADs ADs
] ) 1) 1
PSC ADs PSC ADs PSC ADs P8SC ADs
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ACE ATOMAL CLASSIFICATION PROGRAMME

ACE ACO RESPONSIBILITIES

o Implementation of AD 70-6.
e ACE POC for Annual Atomal Survey.

o Establishes training within ACE.
e Assures avallabllity of current guidance in ACE.

o Resolves classification Issues.
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ACE ATOMAL CLASSIFICATION PROGRAMME

COMMANDER’S RESPONSIBILITIES
e Formally designates ATOMAL Drafters in his unit.
e Establishes unit training methods.
o Assures current guidance Is available to ATOMAL Drafters.

e Resolves classification Issues.
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ACE ATOMAL CLASSIFICATION PROGRAMME

ATOMAL DRAFTER
Prepares
and
Recommends the
Classification or
Declassification of
ATOMAL documents.
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ACE ATOMAL CLASSIFICATION PROGRAMME

ATOMAL DRAFTERS

o Formally Designated

e Tralned
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ACE ATOMAL CLASSIFICATION PROGRAMME

CLASSIFICATION GUIDELINES

PURPOSE

SCOPE
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ACE ATOMAL CLASSIFICATION PROGRAMME

GUIDELINE

Documents are classified because of the information
they contain and its context.

Approved For Release 2009/02/06 : CIA-RDP96B01172R000400040003-2
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ACE ATOMAL CLASSIFICATION PROGRAMME

GUIDELINE

ATOMAL information must not be divided into
"unclassified" components.

Don’t rely on disguised context.
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ACE ATOMAL CLASSIFICATION PROGRAMME

GUIDELINE

Does the context seem to dictate a higher level?

e Consider sum of parts.

e Get help If In doubt.
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ACE ATOMAL CLASSIFICATION PROGRAMME

GUIDELINE

If multiple topics involved, the topic with the highest
classification applies.

Approved For Release 2009/02/06 : CIA-RDP96B01172R000400040003-2 .

18



Approved For Release 2009/02/06 : CIA-RDP96B01172R000400040003-2

ACE ATOMAL CLASSIFICATION PROGRAMME

GUIDELINE

Referencing a classified document does not by itself
make a document classified:

e Beware of context

e Assure title Is unclassified.
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ACE ATOMAL CLASSIFICATION PROGRAMME

GUIDELINE

No confirmation, denial, or expansion upon public
statements containing classified information.
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ACE ATOMAL CLASSIFICATION PROGRAMME

Basic Questions:

e How does NATO Gulde deal with this Information?
e How s the Information used?
« What Information can be derived from what's being considered?

e What assoclations exist that could form classified Information?
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FINAL REPORT

US ATOMAL CLASSIFICATION ADVISOR’S
ASSIGNMENT TO ALLIED COMMAND EUROPE

Janvary 8, 1988

EXECUTIVE SUMMARY

An improved ACE ATOMAL Classification Program awaits
publication of an implementing directive and supporting
materials which were developed during a six-month assign-
ment of William Whitesell to the Allied Command Europe as
the US ATOMAL Classification Advisor.

The content of the new program meets all major US expecta-
tions and is acceptable to ACE as being consistent with their
practices and within their current manning level and struc-
ture. An essential feature is the requirement that only formal-
ly designated and trained ATOMAL Drafters, using approved
classification guidance, may prepare documents containing
ATOMAL information and recommend their classification.
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INTRODUCTION

The November 1986 DOD/DOE Program Plan proposed a sweeping upgrade of
the ACE ATOMAL Classification Program (AACP) and suggested a US :

ATOMAL Classification Advisor (USACA) to assist in that upgrading. William
Whitesell, the Lawrence Livermore National Laboratory Classification Officer,
was selected for this assignment with SHAPE in Mons, Belgium. Phase One of
the assignment was conducted from March 16 to June 13, 1987; Phase Two,
from September 24 to December 11. During those periods, the USACA served
as staff to Wing Commander M. T. McGinty, Chief of Security Section, CI &
Security Branch, Intelligence Division, who has the additional duty of ACE

ATOMAL Classification Officer (ACO). This report describes the Phase Two ef-
forts and the final results.

A complete report of Phase One was issued on July 24, 1987. That phase
resulted in a June 9 version of ACE Directive 70-6 which would have estab-
lished an AACP that did not meet US expectations regarding classification ap-
praisal, responsibilities, and training. The report was concluded with:

"Although considerably different from that suggested by AD 7X-X [the
DOD/DOE drafted implementing directive), the AACP established by
draft AD 70-6 represents an improvement in ACE ATOMAL classifica-
tion management. It does for the first time formally establish a policy for
ATOMAL classification, requiring that only designated and trained of-
ficers may prepare or originate ATOMAL documents. Without at least

one dedicated billet, it is doubtful that the AACP can be further
strengthened.”

On September 16, 1987, AD 70-6 was redrafted at DOE Headquarters to in-
clude additional requirements to more fully meet US expectations. On the fol-
lowing day, Wing Commander McGinty was asked to withdraw the June 9
version from formal ACE review and to await the USACA’s return the follow-
ing week with a suggested revision. He agreed to this request.

Although Phase Two was originally planned to be devoted chiefly to seminars
among the ACE elements, the September redraft caused it to be rescoped.
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DISCUSSION

Purpose

Phase Two had two main purposes:

e Develop an AACP which satisfies US expectations and is consistent with
ACE procedures and staffing limitations

o Prepare sufficient training materials to ensure a continuing classification
education program throughout ACE. The planned ACE-wide seminars were
aborted because of the September changes.

Additional goals were:

e Search and determine extent of ACE directives and documents that should
be changed,

e Draft appropriate changes to the ACE ACO position description

Process

A series of meetings were conducted with key officers at SHAPE, the Major
Subordinate Commands (MSCs), and the NATO School to present and discuss
the new version of AD 70-6 and review the draft training materials. A complete
list of participating officials is contained in Enclosure 1. Their organizations
were: SHAPE NUC OPS, AFSOUTH SECURITY AND NUC OPS, AFCENT
NUC OPS, UK AIR NUC OPS, and NATO SCHOOL Nuclear Staff. NATO
Security Office was kept informed of progress.

Achievements

At the conclusion of Phase T'wo, a revised AD 70-6 was completed, ready for

formal ACE review (Enclosure 2). An assessment of this version is presented
below.

Training materials developed were:
¢ Supplemental classification handbook
¢ Unit briefing for new classification officials
o Draft lecture for selected NATO School courses with draft viewgraphs

The handbook was in final form, including its cover, (Enclosures 3 and 4) and
was ready for the printshop. Each classifying official will have a personal copy :
of the handbook. The unit briefing (Enclosure 5) was fully coordinated and

will be issued concurrently with AD 70-6.
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The School lecture and viewgraphs (Enclosures 6 and 7) required post-Phase-
Two modification to reflect a last-minute title change. They were forwarded to
ACE on January 8, 1988.

One document change was made to incorporate classification indoctrination
into ACE form 107(R). This form, entitled "Personnel Security Clearance," is
used for initial and six-month security briefings of all ATOMAL-~cleared person-

nel. Wing Commander McGinty’s position description has been amended to in-
clude his assignment as ACE ACO.

Assessment Of The Results

The merits of the new AACP may best be assessed by considering the final ver-
sion of its implementing directive, ACE Directive 70-6. Key ACE officials agree
that it will establish an AACP that is consistent with current procedures, or-
ganizational requirements, and staffing levels. This assessment addresses the
question, "How well will the AACP meet US expectations?

Five principal differences exist between the September 16, DOD/DOE draft of
AD 70-6 and the final version:

¢ The NATO Classification Guide for Nuclear Weapons is not part of
AD 70-6.

o The former title, ATOMAL Classifier, is now ATOMAL Drafter. They only
prepare documents and recommend their classification.

o The commander’s responsibilities have been reduced in number from eight
to four.

o The section on classification procedures is reduced to one procedure and a
reference to AD 70-1.

e One of the four purposes of ACE ACO classification oversight was deleted.

Each of these are discussed below:

Location of ATOMAL Guide As discussed in my November 14 progress
report, there are several valid reasons for eliminating the guide from AD 70-6.
One main reason is that the NATO Guide is presently located in three NATO
documents: CM(68)41, the Nuclear Planning Manual (NPM), and AD 70-6.
NATO uses CM(68)41 to issue revisions of the guide. CM(68)41 is considered

the official guide source throughout ACE. It can be relied on to contain the cur-
rent, NATO-accepted guide.

Currently, the SHAPE Nuc Ops commander insists on including the guide in
his NPM for completeness. It could possibly contain a version different from
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the official guide in CM(68)41. However, since the NPM is issued annually,
that risk is considered to be scceptably low.

Traditionally within ACE, AD 70-6 has been used solely to promulgate the
NATO guide. The revised AD 70-6 has a much broader scope which will not be
diminished by the lack of a guide. The implementing directive requires that all

classification decisions be based on the NATO guide and informs the reader
where it may be found.

ATOMAL Drafters are not Classifiers. This is the most substantive change in
the draft directive, based on a very fundamental difference in philosophy be-
tween ACE and US classification practice. This is the "last-minute title change”
referred to above. Throughout our reviews, there had been mild to strong objec-
tions to the titles being considered. During our meeting with the last and
largest MSC (AFCENT), the sound basis for one of these objections was
clarified.

ACE Directive 70-1 stipulates who (by rank and position) may sign ATOMAL
documents. This act of signing is also understood by knowledgeable ACE offi-
cials to constitute originating and classifying the document. They made it clear
that any title with the word "classifier” for positions below the authorized sig-

ner would be inappropriate. A similar semantic problem exists regarding the
document declassifier.

In this well-established practice, the signing official is supported by staff who
must be knowledgeable but whose classification authority is limited to making
recommendations. The title, "ATOMAL Drafter," accurately describes a staff
position in their system. Although this is a foreign concept and a radical depar-
ture from the US approach, it accurately represents the situation within ACE.

Most importantly, adapting to their practices and requiring that only desig-

nated, trained people are authorized to prepare ACE ATOMAL documents in-
creases the likelihood of correct classification.

Commander’s Responsibilities Of the eight commander’s responsibilities

specified in the September 16, DOD/DOE AD 70-6, three were eliminated and
one was merged with another.

The following three deletions were believed to be adequately covered in AD 70-
1. The commander must ensure that:

"Personne!l authorized to handle ATOMAL documents are aware of the
mechanism for determining ATOMAL classification.”
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“Continuous awarenees of classification in the commands planning and opera-
tional activities is maintained."

"No documents are issued which contain instructions requiring or authorizing
an action that will result in a violation of this directive.”

Maintaining a current list of ATOMAL Drafters was merged with the require-
ment to designate ATOMAL Drafters by specifying that commanders will for-
mally designate them. The method of formal designation must be in writing
and compliance will be checked during oversight inspections.

Classification Procedures The September 16, DOD/DOE AD 70-6 specified two
procedures in paragraph 8; one regarded paragraph marking and the second,
review of ATOMAL documents prepared by unauthorized persons. There was

no reference to AD 70-1 wherein all the classification procedures (including
those two) are contained.

The final version of AD 70-6 states that the procedures contained in AD 70-1
apply to ATOMAL documents. It also states that "each person who signs, or
otherwise approves, an ATOMAL document will assure that it has been
prepared by an ATOMAL Drafter”.

Oversight Requirements The principal issue during the first half of this assign-
ment was the degree of program oversight to which ACE would commit. The
1986 DOD/DOE plan included an appraisal plan which ACE found totally unac-
ceptable. The September 16, DOD/DOE version of AD 70-6 included an ap-

proach to program oversight which was acceptable to ACE with one exception.
The following purpose was deleted:

"The oversight purpose of evaluating the effectiveness of locally-
developed methods of implementing AD 70-6."

This element was considered to be covered by the oversight purpose of, Deter-

mine whether classification practices and performance conform to this direc-
tive."
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. CONCLUSIONS ?

The final draft of AD 70-6 establishes an AACP which meets all major US ex- |
pectations and is acceptable to ACE as being consistent with their practices |
and within their manning level and structure. Its essential feature is the re- |
quirement that only formally designated and trained ATOMAL Drafters, using
approved classification guidance, may prepare documents containing ATOMAL
information and recommend the correct classification to their authorized
originators.

The training materials constitute an appropriate "learning package” to in-
crease ATOMAL classification awareness throughout ACE and to maintain an
adequate level of classification education.

The viability of the AACP will depend upon ACE command support and the ef-
fectiveness of the ACE ACO’s oversight program. In the interests of getting
the new AACP off to a strong start, it is fortunate that the assigned officer is
Wing Commander McGinty. His education, background, and inherent talents
make him exceptionally suited to this function. The pending visit to DOE
Headquarters and LLNL should further enhance his effectiveness.

v peemmre me e i
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FUTURE ACTIONS

Debriefing of Key Headquarters Officials

This is scheduled for January 20, 1988.

Education of the Current ACE ACO

As recommended in &8 monthly progress report and in separate correspondence,
this is considered essential. Besides putting the function in proper perspective,
Wing Commander McGinty’s trip to the US should enhance his role by develop-
ing an understanding of Restricted Data and Formerly Restricted Data as well
as the implementation of classification policy by a large, multi-level organiza-
tion. This is tentatively scheduled for April 4 to 15, 1988.

Annual ATOMAL Surveys

Future surveys should be conducted with an understanding and appreciation
of the classification environment within ACE. The main item on the classifica-
tion agenda should be, "how satisfactorily is ACE performing ATOMAL clas-
sification.”

Submitted by:

William A. Whitesell

US ATOMAL Classification Advisor
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8-7010, SHAPE, Beigium

ACE DIRECTIVE
NUMBER  70-6

NUCLEAR CLASSIFICATION

This directive supersedes Allied Command Europe (ACE) Directive 70-6,
17 January 1984, ACE Directive 00-1, "Index to ACE Directives and Hanuals"
will be posted to indicate the current date of this directive.

1. APPLICABILITY. This directive applies to all agencies that prepare,
originate, classify or declassify nuclear information.

2. SUPFLEMENTATION. Subordinate headquarters are authorised to

supplement this directive. SHAPE will be provided with a copy of such
suppiement.

3. INTERIM CHANGES. Interim changes are authorised when approved by
SECCOS.
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AD. 70-6

NUCLEAR CLASSIFICATION

SECTION I - GENERAL

1-1  PURPOSE. This directive establishes the structure and principles to
be applied throughout Allied Command Europe (ACE) to ensure correct
classification of nuclear weapons related information. The principal
objective of classification is to identify information correctly so that

appropriate security measures can be taken to safeguard it from espionage,
compromise, or unauthorised disclosure.

1-2  AUTHORITY. This directive is based on the 1964 Agreement Between the
Parties of the North Atlantic Treaty for Cooperation Regarding Atomic
Information (CM(64)39), document CM(68)L1(Revised) and North Atlantic
Council document CM(55)15(Final). The NATO Classification Guide for
Nuclear Weapons is contained in CM(68)41.

1-3 DEFINITIONS. The following definitions ané those contained within
CM(68)41 apply to this directive:

a. ATOMAL Drafter. An ACE officer who is authorised to prepare
ATOMAL documents.

b. ACE ATOMAL Classification Officer {ACE ACO). The person

geségnated to manage the ACE ATOMAL Classification Programme for
ACEUR.

c. Classification Category. The type of ciassified information,
Within ACE, the two categories are ATOMAL and NATO information.

d. Declassification. A determination based upon US/UX guidance that
2 document is no longer classified. The process of removing
cilassification markings from a document is also ~alled
declassification.

e. Document. Any recorded information regardless of physical form
or characteristics, e.g. written matter, electromechanical
recordings, photographic prints or computer memory.

f. Downgrading. Reducing the level of classification of documents,

ATOMAL documents may not be downgraded to any level below NATO
Confidential.

g. Information. Facts, data or knowledge itself, rather than the

medium coveying it. Documents convey information; they are not
information per se.

h. Upgrading. Ralsing the level of classification of documents.

1

Approved For Release 2009/02/06 : CIA-RDP96B01172R000400040003-2 ;



R R S

Approved For Release 2009/02/06 : CIA-RDP96B01172R000400040003-2

AD 70-6

b.

ATOMAL information must not be so subdivided that all its
components are unclassified.

Both NATO and ATOMAL information may contain items that are
classified at one level in a particular context but require a
higher level in another context. There is no universal rule for
how much accumulated information or association merits higher
classification than its individual components.

Classification will be based on an evaluation using all
applicable guidance. Individual parts, phrases, or pieces may
Justifiably be assigned a particular classification level under

one topic of this guide but the combination of items may reveal a

higher level of classified information. If 32, the higher
classification will be assigned.

Similarly, when an item of information appears to be covered
equally well by two or more topies at different classification
levels, the highest level will be chosen.

Any postulated assessment of enemy weapons, would not be ATOMAL
if based solely on intelligence data. However, if based on

analysis of, or comparison with US or UK weapon designs, then
such information is ATOMAL.

The fact that a document makes reference to a2 classified

documents is not a basis for classifying tha! document unless the
reference citation, standing alone or in context, reveals
classified information.

Cpen publiczation of classified information s not a basis for
declassifying that Information nor does <t preclude continued
ciassification of that information. Confirmations or denials may
reveal classified information or erode its protection.
Consequently, confirmation, denial or expansion upon publie
statements covering classified information is prohibited.

The topics in CM(68)41 apply to both the US and UK information
unless otherwise indicated.

2-2 CLASSIFICATION PROCEDURES. Classification procedures contained in AD

70-1 apply for ATOMAL documents. Each person who signs, or otherwise

approves, an ATOMAL document will assure that it has been prepared by
a designated ATOMAL Drafter.

2-3  NATO CLASSIFICATION GUIDE.

a.

The classification guide contained in CM(68)81 1is prepared by US
with UK concurrence and is periodically revised and updated, as
necessary. The Nuclear Planning Manual is i1ssued annually with
the most recent version of the NATO Guide. Only the most recent

3
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revision of CM(68)41 will be used as a basis for classification
determinations.

b. It is essential that current classification guidance be available
to all ATOMAL Drafters.

SECTION III - EDUCATION

3-1 PURPOSE. The purpose of the classification education programme is to
establish and maintain the level of awareness and knowledge needed to
ensure effective ATOMAL classification.

3-2  APPLICATION. ATOMAL classification education will be given to:
a. All designated ATOMAL Drafters, and

b. Students in nuclear-related courses at the NiTO School.

3-3  TRAINING.

a. All officers designated as ATOMAL Drafters will be trained in
ATOMAL classification prior to making any ATOMAL classification
or declassification determinations. This training will cover the
essentials of ATOMAL classification including theory, principles,
policy, authorities, procedures and practices,

b. Each nuclear-related course given at the NATO School will include
coverage of those aspects of ATOMAL classification policy and
practices relevant to the content of that course,

3-4  INDCCTRINATION. All personnel authorised access to ATOMAL

information will be indoctrinated in fundamental ATOMAD classification
poiicy and procedures as part of the security indoctrination process.

SECTION IV - CLASSIFICATION OVERSIGHT

4-1  CLASSIFICATION PROGRAMME OVERSIGET. The ACE ACC will exercise
sufiicient oversight of the ACE ATOMAL Classificatior Frogramme to:

a. Determine the effectiveness of the ATOMAL classification |
programme.

b. Determine whether classification practices and performance
conform with this directive.

¢. Evaluate the effectiveness of classification guidance provided by
SHAPE.

4-2  OVERSIGHT PLAN. The ACE ACO will develop a plan to establish
oversight requirements and practices throughout ACE down to Principal

Subordinate Command (PSC) level. The plan will establish a method for
evaluation within each command ofs

y
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a. The effectiveness of ATOMAL classification practices.
b. The availability of current guidance to ATOMAL Drafters.

c. Whether ATOMAL Drafters have been designated and trained in all
organizations where needed.

d. The quality of ATOMAL classification education.
SECTION V - PROBLEM RESOLUTION

5-1 PROBLEMS, QUESTIONS OR SUGGESTIONS. Problems concerning ATOMAL
classification should be referred promptly up the military command
structure to a level possessing appropriate authority and expertise to
resoive them. If there is uncertainty whether specific information is
ATOMAL, it wilil be handled as ATOMAL until a final determination is made.
Questions or suggestions concerning the NATO Classification Guide for
Nuclear Weapons will be forwarded to the ACE ACO.

FOR THE SUPREME ALLIED COMMANDER EUROPE:

H.G. BROWN
Brigadier, UK A

Secretary to the Chief of Staff
DISTRIBUTION:

AMENDMENTS/COMMENTS

Users of this directive are invited to send comments, amendments and

suggested improvements to SHAPE, INTEL Division, Attn: CI and
Security Branch.
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